THE D

YNAMIC TREE PR

OTOCOL: A V OIDING \GRA

CEFUL DEGRAD A TION"

IN THE TREE PR

OTOCOL F

OR DISTRIBUTED MUTUAL EX

CLUSION

�

Michael Rabinovich and Edward D. Lazowsk a

Department of Computer Science and Engineering

University of W ashington

Seattle, W

A 98195

Abstract. This pap er presents a mo di�cation of the

tree proto col for distributed mutual exclusion. The

existing tree proto col is very e�cient as long as all

no des in the system are accessible, but su�ers from

p erformance degradation during the time when some

no des are down or partitioned. Although failures

may b e infrequent, once a no de is down, it may re-

main down for a relatively long time. Also, planned

downtime takes on the order of hours. Thus, the

ab ove prop erty of the existing tree proto col is unde-

sirable. In our mo di�ed proto col, a no de request-

ing mutual exclusion may exp erience p erformance

degradation at most once after some failures o ccur

but then it adapts to a new system top ology and its

p erformance returns to normal. In the case when

all no des in the system are accessible, our proto col

exhibits the same p erformance as the existing tree

proto col.

1. In tro duction

The mutual exclusion problem is crucial for system

design. In the case of distributed systems, it is com-

plicated by the fact that mutual exclusion must b e

enforced across all no des in the system despite no de

failures and network partitions. The voting proto col

[10] is an example of a p ossible solution to the dis-

tributed mutual exclusion problem. In this proto col,

a pro cess must obtain lo cks at a ma jorit y of no des in

the system in order for the mutual exclusion request

to b e satis�ed. Because any two sets representing a

�

This research was supp orted in part by the National

Science F oundation (Grants No. CCR-8907666 and CCR-

8619663), Digital Equipment Corp oration, Apple Computer,

and the W ashington T echnology Center.

ma jorit y have at least one no de in common, mutual

exclusion is guaranteed. This proto col requires com-

munication with d n+1

2 e no des and can survive up to

b n�1

2 c arbitrary no de failures, where n is the numb er

of no des in the system.

There is a direct tradeo� b etween the fault tol-

erance of mutual exclusion proto cols and the com-

munication costs they incur. As an extreme, one

can make a single no de solely resp onsible for serving

mutual exclusion requests from all pro cesses. The

communication costs would b e minimal but the sys-

tem would b e vulnerable to a single no de failure (if

a failed no de happ ens to b e the one resp onsible for

the mutual exclusion service). Prov ably the most ef-

�cient fully distributed solution (a solution in which

each no de shares equal resp onsibility for serving mu-

tual exclusion requests) has b een prop osed by M.

Maek av a in [7]. In his algorithm, a pro cess must

communicate with p

n no des to ensure mutual ex-

clusion. Still, a single no de failure can cause some

requests to b e rejected.

A very e�ective solution is describ ed in [1]. In this

scheme, called the tree proto col b elow, all no des view

the system as a binary tree in which each no de o c-

cupies a pre-determined p osition. In order to attain

mutual exclusion, a pro cess must obtain the lo ck at

every no de from some quorum where quorums are

sets of no des de�ned recursively as follows: any set

of no des that form a path from the ro ot to a leaf is

a quorum (called a b asic quorum b elow); if a path

from some no de A to a leaf in a quorum is replaced

by paths from b oth children of A to leaves, the re-

sulting set of no des is a quorum. F or instance, in

the tree shown in Fig. 1, the set f1,2,4g is a basic

quorum and the set f2,4,3,6g is a quorum. It can b e

1

Figure 1: The tree for 7 no de netwshown [1] that any two quorums have a non-emptintersection and that therefore lo cking any of no des guarantees mutual exclusion. In the of failures a pro cess can ensure mutual exclusion blo cking a basic quorum of no des which requires munication with only dlog(n + 1)e no des. The col can tolerate up to blog(n + 1)c � 1 arbitrary no In the tree proto col the no des carry unequal sp onsibility in servicing requests for mutual sion (no des closer to the ro ot are assigned hearesp onsibility).Because of that, it is p ossible to kthe communication costs low in the common case absence of failures. Unlike in the centralized tion, if a no de assigned heavy resp onsibility fails, set of other no des help out and form non-basic rums. Therefore, the system stays op erational at exp ense of worsened p erformance. This prop erty distributed proto cols is known as eful tion [8In fact, graceful degradation is not always as ful as it may seem. Once a no de fails, it may down for a relatively long time. A no de may also b down for maintenance, backups and other In all these cases, the p erformance of the tree col will degrade for quite some In this pap er, we prop ose a mo di�cation of the proto col that allows it to avoid degradation the changes in the network top ology caused by ures and repairs are infrequent. Each no de is giva name and the names are linearly ordered. W e that, given a set of ordered no de names, one can ambiguously construct a binary tree corresp to this set such that each no de from the set o pies a certain p osition in the tree. This observ allows us to apply the notion of ch called view ) used in many dynamic voting proto (see for example [6]) to the tree proto col. An ep o ch a set of no des known at some p oint to b e op and accessible. In our scheme, the no des construct trees corresp onding to v arious ep o chs by applying the de�nition of the quorums to trees, calculate di�erent sets of quorums for ent ep o chs. W e arrange that at any time there is most one ep o ch in the system (sp eci�cally

, the one) such that a no de can successfully obtain lo cfrom a quorum drawn from that ep o ch. Because any �xed ep o ch, any two quorums drawn from ep o ch have at least one common no de, this ment makes the proto col In the common case of the absence of failures, is only one ep o ch in the system, which includes no des. A no de must communicate with dlog(n + 1)no des in order to obtain mutual exclusion, just with the existing tree proto col. As so on as a no notices that the top ology of the system has c(for example by failing to obtain the lo cks from basic quorum of no des), it atomically identi�es a ep o ch and records the list of no de names representhe new ep o ch (the ch list) on every no de from new ep o ch. Any later requests for mutual from this no de as well as from every other no de the new ep o ch will b e satis�ed by lo cking a quorum of no des drawn from the new ep o ch. Tha no de may exp erience a p erformance at most once after some failures o ccur but then adapts to a new system top ology and its p go es back to normal. Similarly to dynamic voting, wcall the resulting proto col the dynamic tree proto The dynamic ep o ch idea has b een used in vproto cols to improve data av ailability in systems. W e show that this idea also can b e to improve p erformance of proto cols for mutual

2. The Proto W e use common assumptions ab out the system. no des communicate by exchanging messages. network is transitive (if A can talk to B and can talk to C, then A can talk to C) and metric (if A can talk to B then B can talk to Consequently

, network partitions are clean (all within a partition can talk to each other and sites from di�erent partitions are connected). W assume RPC-style communication in which the �cation RPC.CallFailed is returned to the sender the message cannot b e delivered. The pseudo-co we are using in this pap er contains the pro Multicast(V , message) to indicate that an tical message is sent to a set of no des V . It do not imply the existence of a multicast facility for network, although such a facility would b e for b etter p erformance. No des and commlinks are fail-stop [9], that is, they fail by and do not b ehave maliciously

. The proto col as sented here do es not address the deadlo ck F or ways to handle deadlo cks see for example [2W e use quorums as de�ned in [1]. Let V b e a set no des (think of it as an ep o ch). A oterie over V [5is a set W = fw

; : : : ; w

g such that its elements subsets of V ; w

\ w

6= ;; w

6� w

; (1 � i; j � k ; The elements w

; : : :; w

are called quorums over V Many di�erent coteries and quorums are p ossible der this de�nition. The sp eci�c quorums used in proto col are constructed as follows. Given V , corresp onding binary tree is unambiguously and then the quorum rule describ ed in the intro tion is applied to that In our scheme, every no de is assigned a name, a linear order of the names is assumed. Each no keeps (1) an ordered list of no de names represento the b est of its knowledge the latest ep o ch in system (the ch list) and (2) an ch er identi�es the ab ove ep o ch. Originally

, each no ep o ch list includes all no des in the system and eacno de’s ep o ch numb er is 0. Every time a new ep o ch created, ep o ch numb ers kept on the no des into the new ep o ch are incremenThe proto col is shown in Figure 2-4. GetBasicQuorum function (Figure 2) takes an ep o clist epoch[0:n] as an argument and returns a set no des that form a (random) path from the ro ot the corresp onding binary tree to a leaf. The co de uses Dijkstra’s guarded commands notation express non-determinism [3]. Given an ep o ch epoch[0:n], the corresp onding binary tree is structed in a classic way: epoch[0] corresp onds the ro ot; the left and right children of epoch[i] the elements epoch[2*i+1]and epoch[2*i+2] sp ectively

. If 2i+2 > n, then epoch[i] do es have a right child. If 2i+1 > n, then epoch[i] do not have any children and thus is a The IsQuorum function (Figure 3) tells whether set of no des S includes a quorum over a set of no epoch[0:n]The distributed pro cedure Mainline (Fig. 4) initiated by a no de in order to obtain mutual clusion. This no de will b e called the co ordinator.

First, the co ordinator calculates a basic quorum ovits ep o ch list and sends the request for lo cks to no des from this quorum. Every no de that receivthe request obtains the lo cal lo ck and resp onds its ep o ch list and ep o ch numb er. Up on all p ositive (non-RPC.CallFailed)resp onses, the ordinator checks if it has collected a quorum of sp onses over the ep o ch list from a resp onse with maximum ep o ch numb er. If such a quorum has b collected (this is the common case of the absence failures) then mutual exclusion has b een ensured the pro of in the next section), and control to the application with a \success" completion co Otherwise, the co ordinator broadcasts the for lo cks to and collects resp onses from al l no des the system (except p erhaps those p olled b efore). the co ordinator still fails to collect a quorum of p itive resp onses over the ep o ch list from a resp with the maximum ep o ch numb er, a \failure" pletion co de is returned to the application, that the request for mutual exclusion is rejected. wise, the no de forms a new ep o ch to include all no that resp onded, records the new ep o ch list and ep o cnumb er on all memb ers of the new ep o ch commit [4] is used to ensure all-or-nothing tion), and returns \success" to the application

Of course, in a real implementation, changing the ep o cwould b e done in the backgroun d after control is returned the

GetBasicQuorum(epoch[0:n]): RETURN(GetPath(epoch[0:n], GetPath(tree[0:n], i): /* This function takes an array representation of a tree and an index arguments and returns a path from the node that corresponds to tree[i] a leaf IF n < 2*i+1 THEN /* tree[i] is a leaf RETURN(ftree[i]g);

/* the node tree[i] has a left child. (n >= 2*i+1) -> RETURN(ftree[i]g[ GetPath(tree[0:n], /* the node tree[i] has a right child. (n >= 2*i+2) -> RETURN(ftree[i]g[ GetPath(tree[0:n], Figure 2: The algorithm for �nding a basic quorum over the ep o c3. Pro of of W e now show that the proto col describ ed in the vious section is Lemma. At all times, only no des with the mum ep o ch numb er can form a quorum over ep o cPro of. By induction on the maximum ep o ch nb er e present in the system. (i) If e = 0, the is obvious (all no des are in the ep o ch e). (ii) the lemma is correct for some e � 0. Then, do es not exist a set of no des with some ep o ch nb er l < e such that it includes a quorum over ep o cl . Let the next execution of the Mainline pro create a new ep o ch with ep o ch numb er e + 1. cause changing the ep o ch is done atomically

, it succeed only if ep o ch numb er is written on all no from the new ep o ch. The new ep o ch must a quorum over some earlier ep o ch. By the inductivassumption, it can only b e ep o ch e. Then, due the intersection prop erty of quorums, any quorum no des over ep o ch e would have to include at least no de with ep o ch numb er e + 1. Thus, no quorum no des with ep o ch numb er e over ep o ch list e Because the Mainline pro cedure never writes ep o ch numb ers on any no des, the sets of no des ep o ch numb ers less than e can only shrink. after the ep o ch change completes, it is still true no quorum of no des with ep o ch numb er less than over the corresp onding ep o ch exists. So, the ep o ch that may contain a quorum is ep o ch e + 1. Theorem. If the Mainline pro cedure SUCCESS then mutual exclusion is guaranPro of. In order to succeed, Mainline must lo ck quorum of no des over some ep o ch that exists in system at the time when it has collected RESPONSES.

By Lemma, it can only b e the latest ep o ch. If a p eting invo cation of Mainline has lo cked all no it wanted, there are two cases. If the comp Mainline has not changed the latest ep o ch, the current Mainline must lo ck a quorum of no over the same ep o ch as the comp eting one. Due the intersection prop erty of the quorums, the currenMainline will have to blo ck. Thus, mutual is enforced. If the comp eting Mainline has cthe latest ep o ch, then it has lo cked all no des the new ep o ch. Hence, the current Mainline not b e able to lo ck any no des from the new ep o cand will have to blo ck. Therefore, mutual is enforced again. Note that b ecause the pro cedure lo cks a quorum of no des over the curren

IsQuorum(epoch[0:n], S): RETURN(IsPartialQuorum(epoch[0:n], S, IsPartialQuorum(tree[0:n], S /* a set of nodes */ , i): /* This function returns YES if there exists a quorum Q over the subtree tree[0:n] with the root in tree[i] such that Q � S. IF n < 2*i+1 THEN /* tree[i] is a leaf IF tree[i] 2 S IF n < 2*i+2 THEN /* tree[i] has only one child IF tree[i] 2 S AND tree[2*i+1] 2 S IF tree[i] 2 S RETURN(IsPartialQuorum(tree[0:n], S, 2*i+1) IsPartialQuorum(tree[0:n], S, RETURN(IsPartialQuorum(tree[0:n], S, 2*i+1) IsPartialQuorum(tree[0:n], S, Figure 3: The algorithm for checking if a set of no des includes a quorum over the ep o c

/* This algorithm is run by the node requesting mutual exclusion. The taken by the other nodes are described withing the comments. Multicast(GetBasicQuorum(epoch-list), ‘‘lock-request’’);

/* each node that receives the lock-request obtains its lock and with a tuple of the form (node; el ist; enumber ), where the elements in tuple are the node name, epoch list, and epoch number respectively. Receive RESPONSES[1:k]; /* a set of non-RPC.CallFailed responses in form of (node

; el ist

; enumber

), i = 1; : ::; k . /* find a response with the maximum epoch number. m := an index j such that enumber

= max

i=1;:::fenumber

gIF IsQuorum(el ist

; fnode

; : : : ; node

g) RETURN(SUCCESS);

Multicast(all-nodes-in-the-system, ‘‘lock-request’’);

Receive m := an index j such that enumber

= max

i=1;:::fenumber

gIF IsQuorum(el ist

; fnode

; : ::; node

g) epoch-list := sort-by-node-names(fnode

; : :: ; node

gIF epoch-list 6= el ist

new-epoch-number := enumber

+ 1ATOMICALLY /* ensures all-or-nothing execution Multicast(epoch(‘‘new-epoch’’, epoch-list, new-epoch-numb/* Upon receiving this message, each node updates its epoch list and epoch to be equal to epoch-list and new-epoch-number respectively. RETURN(SUCCESRETURN(FAILURE); /* The mutual exclusion request is rejected. Figure 4: The mutual exclusion proto ep o ch b efore switching to the new ep o ch, the ep o cchange is atomic with regard to the comp eting invcations of Mainline. 4. The proto col prop osed in this pap er is as e�cient the existing tree proto col in the common case of absence of failures. There is no overhead involvwith regard to the message count. Although sage b o dies in our proto col are larger b ecause include the ep o ch lists, they are still very small pared to the minimal packet size of typical netwcommunication proto cols

After a failure or planned downtime of some no o ccurs in the system, the p erformance of the ing tree proto col degrades and stays at the lower levuntil all no des in the system b ecome accessible In contrast, in our proto col, a co ordinator (a no that is trying to attain mutual exclusion) may exp rience p erformance degradation at most once the failure, and then it not only adapts to the top ology of the system, but it also shares its knoedge of the new top ology with all currently sible no des. After that, any of these no des mutual exclusion at least as e�ciently as by the existing tree proto col in the case of the of failures. This is achieved at the exp ense of greater degree of p erformance degradation our to col incurs when it do es happ en. Indeed, in existing tree proto col, a single failure may at double the numb er of no des the co ordinator mcommunicate with in order to obtain mutual sion. In our proto col, if the co ordinator’s hint ab the current system top ology is wrong, it must municate with al l currently accessible no des. Ththe b elief b ehind the proto col design presented is that changes in network top ology are infrequencompared to the rate of requests for mutual sion. Indeed, after a no de fails, it usually stays dofor a relatively long time. Also, planned downtake on the order of hours. Our claim is that if is not a long time compared to the rate of mexclusion requests, then these requests are so

The ep o ch lists contain a bit p er no de in the system hence their length is on the order of dozens of bquent that it do es not matter how e�ciently they serviced anyway

Reference[1] D. Agrawaland A. El Abbadi. An e�cient tion to the distributed mutual exclusion lem. In c. of Symp. on Principles of d Computing, pp. 193-200, [2] P

. A. Bernstein, V. Hadzilacos, and N. Go o man. ency ol and overy ase systems. Addison-W esley

, Mass., [3] E. W. Dijkstra. A Discipline of Englewo o d Cli�s, NJ:Prentice-Hall, [4] H. Garcia-Molina.Reliability issues for replicated distributed databases. IEEE 15(9), pp. 34-42, Septemb er [5] H. Garcia-Molina and D. Barbara. How to sign votes in a distributed system. J. of ACM, 32(4), pp. 841-860, Octob er [6] S. Ja jo dia and D. Mutchler. Dynamic valgorithms for maintaining the consistency a replicated database. ACM T ans. Syst. 15(2), pp. 230-280,June [7] M. Maek av a. p

N algorithm for mutual clusion in decentralized systems. ACM T ans.

on Comp. Systems. 3(2), May [8] S. R. Mahaney and F. B. Schneider. act agreement: Accuracy

, precision, and ful degradation. In c. of the 4-th ASIGACT-SIGOPS Symp. on Principles of Computing, pp. 237-249,August [9] R. Schlicting and F. B. Schneider. F pro cessors: An approach to designing tolerant computing systems. ACM T ans. Comp. Sys., 1(3), pp. 222-238,August [10] R. H. Thomas. A ma jority consensus proach to concurrency control for multiple copdatabases. ACM T ans. on ase Sys., 4(2),

pp. 180-209,June