PROCEDURE FOR SETTING UP AND MANAGING WEB PAGES:

1. UNIX ACCOUNT

To setup and manage a Web page for a course you will need an account on the department UNIX machines.  UNIX accounts may be requested through the department’s facilities Web pages.

You can and should change your password regularly using the UNIX command:

passwd -r nis

2. DIRECTORIES

Once you have a UNIX account you will be able to set up two types of Web pages: personal and course related.

2(a) COURSE DIRECTORIES

Once you have a UNIX account you may request a special directory for course Web pages by contacting  webmaster@eecs.cwru.edu and indicating the course for which you will be setting up a Web page.  For example, if you wanted to set up a Web page for EECS 245 you would receive the directory /u/html/EECS/courses/eecs245/.  This directory can be accessed by telnet, ssh, or ftp and will appear on the web at http://www.eecs.cwru.edu/courses/eecs245/.
2(b) INDIVIDUAL DIRECTORIES

You may also publish Web pages directly from your home directory.  If you create a directory called "web" in your home directory on the UNIX machines, it will automatically be published as http://vorlon.cwru.edu/~flm/ where ~flm will be replaced by your user account name.  You will need to ensure that all files which are to be published on the Web are set to global read and execute permissions for everyone to be able to see into that directory.

NOTE:  home.html is not automatically used as an index page;  only index.htm, index.html, index.php, index.php3 and so on are.

EXAMPLE:

In my home directory /.omega/u3/flm I made the subdirectory /web with the following contents:

flm@mozart[~/web]% ls -l

drwxr-xr-x    2 flm   faculty   1024 Apr 25 23:36 eecs397/

drwxr-xr-x    3 flm   faculty    512 Feb 16 16:49 eit/

The directories eit and eecs397 will be published as http://vorlon.cwru.edu/~flm/eecs397 and http://vorlon.cwru.edu/~flm/eit.
Unless you like to work only in html you will also want to get Web authoring software such as Front Page or Dreamweaver.  I personally use Dreamweaver because it has a built in ftp server — I can edit everything on my home machine and simply click on the ftp client to connect with the EECS machines and update my Web pages.

(3) RESTRICTED ACCESS

(a) BASICS: User Authentication is now enabled.  Here's how to use it:

1. Use the htpasswd program to create a password file, and add a user.  For example, the command

htpasswd -c ~/web/users flm

will create the user “flm”.  You will be prompted for the password for this user.

2. To add additional users to the password file use htpasswd again.  For example,

htpasswd ~/web/users merat

will create the new user merat

3. In the directory you want to protect, create a text file called .htaccess which contains the following Apache directives:

AuthName "Merat's Restricted Stuff"

AuthType Basic

AuthUserFile /u/flm/web/users

require valid-user

Make sure that you do not use caps and that the .htaccess file has global read and execute access, i.e., o+rx access

Now use your browser to view any documents in the directory you've 

protected.  It should ask you for a username and password.

(b) GROUP ACCESS:

You can also restrict directories or files to certain users or groups just like any UNIX system.  There is more information online: http://www.apacheweek.com/features/userauth

This was the basic .htaccess file as created above

++++++++++++++++++++++++++++++++++++

AuthType Basic

AuthName "Merat's Restricted Stuff"

AuthUserFile /u/flm/web/users

Require valid-user

++++++++++++++++++++++++++++++++++++

This is how the .htaccess file should look for group access.

++++++++++++++++++++++++++++++++++++

AuthType Basic

AuthName "Merat's Restricted Stuff"

AuthUserFile /u/flm/web/users

AuthGroupFile /.beta/u3/flm/.grpaccess

require group admin classes

++++++++++++++++++++++++++++++++++++

The new directive indicates which groups (which are defined elsewhere) have access to this directory and its subdirectories. In this case the allowed groups are admin and classes.

The group definitions are stored in the file /.beta/u3/flm/.grpaccess.  I put mine in the directory corresponding to my user name, i.e., flm.  You should put this file in the directory which corresponds to your account.  

.grpaccess is a text file which should contain your group definitions.  For example, I created a group called classes which has UserID’s eecs311, eecs412 and eecs245 and another group which contains flm as the only user.  Note that these UserID’s do not need to match the unix accounts.

++++++++++++++++++++++++++++++++++++

admin:flm

classes:eecs311,eecs412, eecs245

++++++++++++++++++++++++++++++++++++

Anytime you want to add new users you simply need to type   htpasswd ~/web/users “account” where “account” is the name of the new account you are adding.

